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ChatGPT & Steampunk Spotter
Generate task to install package on RHEL

Suggest me an Ansible tasks that install openss| package on RHEL.

@ Sure! Here's an example Ansible task that installs the “openssl™ package on a RHEL (Red 1

Hat Enterprise Linux) system:

yaml

(.venv) user@ubuntu:~/Desktop/ansible-community-day$ spotter scan task.yml
task.yml:1:3: ERROR: [E9083] Use a fully-gualified name, such as ansible.buviltin.yum instead of yum.

Spotter took 8.286 s to scan your input.

It resuvlted in 1 error(s), B warning(s) and 8 hint(s).
Overall status: ERROR
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ChatGPT & Steampunk Spotter

Generate task to create new Sensu Go user

Suggest me another Ansible task that creates a new Sensu Go user with "admin” username
and password "hunter2".

Sure! Here's an example Ansible task that creates a new Sensu Go user with "adm

username and password "hunter2":

yami ﬂ Copy code

| have scanned the task with Steampunk Spotter and it found the following problems:

taskyml:1:3: ERROR: [E900] Cannot find module sensu_user information in the database. Is
this a custom module not published on Ansible Galaxy?.

Please suggest to me the correct Ansible module and correct the original task using the
output from Spotter.

| apologize for the confusion. It seems that the "sensu_user’ module mentioned in the
original task doesn't exist or is not available in the Ansible Galaxy database. To address this
issue, | can suggest an alternative approach using the “community.general.sensu_go"

module. Here's the corrected version of the task:

yaml ) copycode
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ChatGPT & Steampunk Spotter
Generate task to create ServiceNow incident

Suggest me another Ansible task that creates a new ServiceNow incident with the number
INCO000001. My instance host should be https://instance_id.service-now.com and my
username is admin.

(.venv) userf@ubuntu:~/Desktop/ansible-community-day$ spotter scan task.yml

task.yml:1:3: HINT: [H1980] Required collection servicenow.itsm is missing from requirements.yml
or reguirements.yml is missing.

task.yml:1:3: ERROR: [E001] username is not a valid parameter in module servicenow.itsm.incident.

ntusing the “sexvicenow.itsm™ An;

can use the following t

View docs at .
task.yml:1:3: ERROR: [E@E1] password is not a valid parameter in module servicenow.itsm.incident.
View docs at

Spotter took B8.273 s to scan your input.

It resulted in 2 error(s), 0 warning

and 1 hint(s).

replace “"https://instance_id.service-now.com" " with the URL of your
Also, provide th ¢ or the “usexnane " and

“password " parameters.

The “number " paramete| ional. a t numl
"INCH 000T", you can inc! it. If you omit e Now will automati

assign a new incident number,

The “short_description” parameter contains a brief description of the incident.
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ChatGPT
Generate playbook to deploy web page

My goal is to deploy a web page using the Ansible automation tool on my local machine. | am
using Ansible version 214 and a Linux Ubuntu 22.04 LTS.

| have already installed Docker on my local system, so there is no need to install it again or
even check that it's installed. | want to set up a Docker container called "my-web-page” with
nginx web server. After that, | want to serve the web page using nginx inside a Docker
container. The web page should be simple and should just say "Hello world! | was deployed
using Ansible.". | want the website to be accessible on ports 80 and | will try to access it from
localhost. | don't need sudo privileges for running the playbook and | want that all local files
that are created reside in my /tmp directory.

Please provide me with an Ansible playbook that could do that.

Certainly! Here's an Ansible playbook that you can use to deploy the web page using Ansible

with Docker and Nginx:
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ChatGPT
Generate playbook to ...

To run this playbook, save it to a file, such as “deploy_web_page.yaml ', and execute the

following command fr e directory containing the playbook file:

ansible-playbook deploy_web_page.yaml

The playbook performs the following steps:

Creates a temporary directory in */tmp " using the “tempfile " Ansible module.

Copies the “index.html " file with the desired content to the temporary directory.
Creates a Docker container named “my-web-page " using the "docker_container”
Ansible module. It maps the local temporary directory as a volume inside the container,

making the “index.html" file accessible to Nginx.
Waits for Nginx to start by sending a GET request to “http://localhost/ " until it

receives a successful response (HTTP 200 status code).

Displays a message indicating the successful deployment and provides the URL to

access the web page.

Please note that you should have the Docker service running on your local machine before

executing this playbook. Additionally, ensure that you have the necessary permissions to

interact with Docker without using “sudo".

eb page using Ansible and Docker

Create temporary directory

le>Hello World!</title>
</head>

<body>
1>Hello world! I was deploye

temp_dir.path }}/index.html"

ker container for we

Wait for Nginx to start

Display website URL

it at http://localhc

"Web page deployed su

XLAB

Steampunk



ChatGPT
Generate playbook to deploy a web page

Can you clarify the Ansible playbook and explain why you used some parameters?

Certainly! Lef o through the Ansible playbook and discuss the parameters used in each

1. Create temporary directory:

yaml

* The “tempfile" module
* “state: directory" specifi
* ‘prefix: web_deploy_" setsthe prefix for the temporary directory's name. The prefix

s in identifying the dire:

: Jtmp" defines the directory in which the temporary directory will be created. In

it'sthe " /tmp~ directory.
* ‘register: temp_dir ptures the output of the task, specifically the path of the

temporary directory, and saves it in the “temp_diz " variable for later use.
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Steampunk Spotter

Scan the playbook

(.venv) user@ubuntu:~/Desktop/ansible-community-day$ spotter scan --include-values --profile full deploy_web_page.ymlL

deploy_web_page.ymLl:8:7: ERROR: [E903] Use a fully-qualified name, such as ansible.builtin.tempfile instead of tempfile,

deploy_web_page.yml:8:7: ERROR: [EBB1] dir is not a valid parameter in module tempfile.

deploy_web_page.yml:15:7: ERROR: [E983] Use a fully-qualified name, such as ansible.builtin.copy instead of copy.

deploy_web_page.yml:15:7: HINT: [H885] For module copy, consider explicitly using the mode parameter as a best practice.

deploy_web_page.yml:28:7: ERROR: [E903] Use a fully-qualified name, such as community.docker.docker_container instead of docker_container. View docs at hitps:/ s.steampunk.si/plugins/community/dc ] atest

er.ht

NING: [Woo3] Use of parameter ports is deprecated in module docker_container. Parameter published_ports is a new alternative. View docs at hitps://docs.stear k.si/ gins/communi

1 cker_container.html.
deploy_web_page.yml:38:7: ERROR: [E903] Use a fully-qualified name, such as ansible.builtin.uri instead of uri.

ING: 800] Default value for force parameter changed between module versions 2.7.18 and 2.8.0 from "no" to false. Consider setting value of the parameter explicitly.

NING: [W1800] Default value for use_proxy parameter changed between module versions 2.7.18 and 2.8.0 from "yes" to true. Consider setting value of the parameter explicitly.

RNING: [W1800] Default value for validate certs parameter changed between module versions 2.7.18 and 2.8.8 from "yes" to true. Consider setting value of the parameter explicitly.
WING: [W1800] Default value for force_basic_auth parameter changed between module versions 2.7.18 and 2.8.8 from "no" to false. Consider setting value of the parameter explicitly.

deploy_v

dey
depl
deploy b_p . ¥
deploy_web_page.yml:47:7: ERROR: [E903] Use a fully-qualified name, such as ansible.builtin.debug instead of debug.
deploy_web_page.yml:47:7: HINT: [H588] Use of module debug is discouraged in production.

Spotter took 8.424 s to scan your input.

It resulted in 6 error(s), 5 warning(s) and 2 hint(s).

Overall status: ERROR
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Steampunk Spotter
Automatically fix the playbook

- name: Create Docker container for web page

- docker_container:
+ community.docker.docker_container:

name: my-web-page

image: nginx

state: started
EE -36,7 +36,7 @@

- "{{ temp_dir.path }}:/usr/share/nginx/htmL"

- name: Wait for Nginx to start
- uri:
+ ansible.builtin.uri:
url: " "
return_content: yes
register: response
@@ -45,5 +45,5 @@
delay: 2

- name: Display website URL
- debug:
+ ansible.builtin.debug:

msg: "Web page deployed successfully! Access it at
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Steampunk Spotter
Generate collection requirements file

requirements.yml

collections:
- name: community.docker
version: 3.4.0

§Ataeampunk



Steampunk Spotter
Scan the playbook again

(.venv) user@ubuntu:~/Desktop/ansible-community-day$ spotter scan --include-values --profile full deploy_web_page.yml
deploy_web_page.yml:8:7: ERROR: [EB01] dir is not a valid parameter in module ansible.builtin.tempfile.
deploy_web_page.yml:15:7: HINT: [H805] For module ansible.builtin.copy, consider explicitly using the mode parameter as a best practice.
ploy_web_page.yml: 28 WARNING: [ 1 Use of parameter ports is deprecated in module c unity.docker.docker_container. Parameter published_ports is a new alternative. View docs at

o
I I .

leploy_web_page.y 38:7 RNING: ¢ Default value for force parameter changed between module versions 2.7.18 and 2.8.0 from "no" to false. Consider setting value of the parameter explicitly.

leploy_web_page.y 38:7 RNING: ¢ Default value for use_proxy parameter changed between module versions 2.7.18 and 2.8.0 from "yes" to true. Consider setting value of the parameter explicitly

leploy_web_page.y 38:7 RNING: § Default value for validate_certs parameter changed between module versions 2.7.18 and 2.8.0 from "yes" to true. Consider setting value of the parameter explicitly.

leploy_web_page.y 38:7 RNING: § Default value for force_basic_auth parameter changed between module versions 2.7.18 and 2.8.0 from "no" to false. Consider setting value of the parameter explicitly.

deploy_web_page.yml:47:7: HINT: [H500] Use of module debug is discouraged in production.

Spotter took 0.233 s to scan your input.

It resulted in 1 error(s), 5 warning(s) and 2 hint(s).

Overall status: ERROR
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ChatGPT
Ask it to fix the remaining issues

deploy_web_pageym|:37:7: WARNING: [W1800] Default value for force parameter changed
| have automatically fixed some of the errors in the original Ansible playbook using the between module versions 2.718 and 2.8.0 from "no" to false. Consider setting value of the
parameter explicitly.
deploy_web_pageyml:37:7: WARNING: [W1800] Default value for use_proxy parameter
changed between module versions 2.7.18 and 2.8.0 from "yes" to true. Consider setting value

Steampunk Spotter Ansible playbook Scanning tool.

of the parameter explicitly.
deploy_web_pageyml:37:7: WARNING: [W1800) Default value for validate_certs parameter
changed between module versions 2.7.18 and 2.8.0 from "yes" to true. Consider setting value

This is the corrected playbook with enumerated lines:

1. — of the parameter explicitly.
0 D I b . Ansibl d Dock deploy_web_pageyml:37:7: WARNING: [W1800] Default value for force_basic_auth
-~ hame: Deploy web page using Ansible an ocker parameter changed between module versions 2.7.18 and 2.8.0 from "no" to false. Consider

3. hosts: localhost setting value of the parameter explicitly.
deploy_web_pageyml:46:7: HINT: [H500] Use of module debug is discouraged in

4. gather_facts: false production.

5. become: false
6.

Spotter took 0.191s to scan your input.
It resulted in O error(s), 5 warning(s) and 2 hint(s).
7. tasks: Overall status: WARNING

8. -name: Create temporary directory
Please fix the problems in my playbook by applying all the suggestions from Steampunk
ansible.builtin.tempfile: Spotter. Try to match the line numbers reported by the tool with the lines from the
state: directory enumerated playbook to determine which Ansible task the problems should be fixed for and
. give me the updated playbook. Don't change the tasks that have no reported problems. Note
preﬂX: WEb-deph)y- that | will use the playbook in the production environment, so you need to consider all the

register: temp_dir issues.
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ChatGPT
Ask it to fix the remaining issues

I've made the following changes based on the suggestions from Steampunk Spotter:

1. Line 8: Removed the “dir" parameter from the “tempfile  module, as it is not valid.
. Line 14: Added the “mode " parameter to the “copy " module to set explicit permissions for
the copied file.
3. Line 27: Updated the “ports ' parameter to “published_ports" in the

“docker_container’ module.

Lines 37-41: Added explicit values for the parameters “force", "use_proxy",

“validate_certs’, and “force_basic_auth’ inthe “uri® module.

Please save the updated playbook and use it for your production environment.
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Steampunk Spotter
Repeat

(.venv) user@ubuntu:~/Desktop/ansible-community-day$ spotter scan --include-values --profile full deploy_web_page.yml
deploy_web_page.yml:28:7:
deploy_web_page.yml:28:7:
deploy_web_page.yml:28:7:
enloy ;-

ERROR: [EBO1] force is not a valid parameter in module community.docker.docker_container. View docs at hitps://docs.stean i/plugins/c it ke test Le/ ker tair
ERROR: [EBB1] use_proxy is not a valid parameter in module community.docker.docker_container. View docs at

ERROR: [EBB1] force_basic_auth is not a valid parameter in module community.docker.docker_container. View docs at htt // t k

i/plugi munity/do late dul cl

false. Consider setting value of the parameter explicitly.

1 Default value for use_proxy parameter changed between module versions 2.7.18 and 2.8.8 from "yes" to true. Consider setting value of the parameter explicitly.
Default value for validate_certs parameter changed between module versions 2.7.18 and 2.8.8 from "yes" to true. Consider setting value of the parameter explicitly.

4127 [ Default value for force_basic_auth parameter changed between module versions 2.7.18 and 2.8.8 from "no" to false. Consider setting value of the parameter explicitly.
deploy_web_page.ymL:50:7: HINT: [HSBB] Use of module debug is discouraged in production.

Default value for force parameter changed between module versions 2.7.18 and 2.8.8 from "no" to

deploy_web_page.yml:41:7:

ARNING:

Spotter took 0.339 s to scan your input.
It resulted in 3 error(s), 4 warning(s) and 1 hint(s).
Overall status: ERROR
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ChatGPT
Repeat

| want to also set permissions for the *Create temporary directory ™ task.

| want to keep the *Wait for Nginx to start * task and remove the "Display website U

task.

The values of the parameters ‘force_basic_auth*, "use_proxy ‘', and "validate_certs * were
set for the wrong module - they should be set for "ansible.builtin.uri* module that was
removed.

Please correct the problems and give me the updated playbook.

Here are the changes made:

Apologies for the oversight. Here's the updated playbook that addresses your requirements

Line 14: Added the 'mode parameter to the “copy ' module to set explicit permissions for

and includes the necessary fixes: the copied file.

Lines 18-22: Added the "file™ module to create the temporary directory with the

yaml| D Copy code

appropriate permissions.
Lines 37-43: Replaced the "uri* module with the “wait_for™ module to wait for Nginx to

start on port 80.

| have removed the "Display website URL' task asrequested.

Please use this updated playbook for your deployment.

XLAB
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Ansible Lint
Let‘s lint with ansible-lint

ansible-lint --write playbookyml

(.venv) user@ubuntu:~/Desktop/ansible-community-day$ ansible-lint --write deploy_web_page.yml

ING We detected use of "--write” feature with a buggy ruamel-yaml 0.17.21 library instead
WARNING Listing 2 violation(s) that are fatal

yaml[octal-values]: Forbidden implicit octal value "8755"

deploy_web_page.yml:17

yaml[octal-values]: Forbidden implicit octal value "Bé44"
deploy_web_page.yml:31

Read documentation for instructions on how to ignore specific rule violations.
Modified 1 files.

Rule Violation Summary
count tag profile rule associated tags

2 yaml[octal-values] basic  formatting, yaml

Failed after min profile: 2 failure(s), © warning(s) on 1 files.

--- a/deploy_web_page.yml

+++ b/deploy_web_page.yml
7 +14,7 @@
name: Set permissions for temporary directory

@@

ee

-14,

ansible.
path:
mode:
mode :

builtin.file:

"{{ temp_dir.path }}"
0755

"@755"

name: Copy index.html file

ansible.

builtin.copy:

-28,7 +28,7 @@

</body>
</html>

dest:
mode:

mode:

"{{ temp_dir.path }}/index.html"
0644
"0644"
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Steampunk Spotter & Ansible
Scan one last time and run the playbook

(.venv) user@ubuntu:~/Desktop/ansible-community-day$ spotter scan deploy_web_page.yml

Spotter took 0.366 s to scan your input.

It resulted in @ error(s), ¢ irning(s) and @ hint(s).

Overall status: SUCCESS

(.venv) user@ubuntu:~/Desktop/ansible-community-day$ ansible-playbook deploy_web_page.yml

[WARNING]: No inventory was parsed, only implicit localhost is available

[WARNING]: provided hosts list is empty, only localhost is available. Note that the implicit localhost does not match 'all’

PLAY [Deploy web page using Ansible and Docker]

TASK [Create temporary directory]

TASK [Set permissions for temporary directory]

(@] O O localhost

TASK [Copy index.html file]

TASK [Create DUCkET container for web page] Hello World! I Was deployed uSing AnSible-

TASK [Wait for Nginx to start]

ok: [localhost]

PLAY RECAP
: ok=5 unreachable=0 failed=0 skipped=0 rescued=0 ignored=0
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Helpfullinks

¥ Future of Ansible Playbook writing: How ChatGPT is changing the game

¥ The ultimate guide for writing high-quality playbooks

* Why use Spotter when we already have Ansible Lint?

¥ Spotter DEMO

¥ T-Shirt for your feedback
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Thank you

Red Hat is the world’s leading provider of enterprise
open source software solutions. Award-winning support,
training, and consulting services make

Red Hat a trusted adviser to the Fortune 500.

facebook.com/redhatinc

twitter.com/ansible

linkedin.com/company/red-hat

youtube.com/AnsibleAutomation
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